
EGR424 S'09Laboratory #8Introdu
tionThis lab will introdu
e you to JTAG hardware debugging of the AT91SAM7S devi
e. Refer to your le
ture notes forthe prin
iples of JTAG and how it applies to the AT91SAM7S development boards.Debugging Setup1. You 
an install OpenOCD for Ubuntu through the Synapti
 pa
kage manager (just sear
h for �openo
d�).NOTE: You will have to enable the �Community-maintained Open Sour
e software (universe)� option in theSettings�>Repositories dialog in Synapti
, as this is not an o�
ial Canoni
al-supported pa
kage.If you are not using Ubuntu, you 
an download a pre-built binary of OpenOCD (Version 1.0) from theAT91SAM7S Wiki (built under Sla
kware 12.0), or you 
an build it from its sour
e 
ode. If you download thepre-built binary (re
ommended), it will be installed in /usr/lo
al/bin. You may want to 
he
k its permissionsand make sure everyone is allowed to read and exe
ute it:ls -al /usr/lo
al/bin/openo
d
hmod a+rx /usr/lo
al/bin/openo
dTo build from sour
e, follow the installation instru
tions on the Wiki in the �Debugging� se
tion.2. OpenOCD's behavior is entirely driven by a 
on�guration �le. This 
on�guration �le spe
i�es the JTAG
onverter being used, the type of target hardware (ARM7, XS
ale, et
.), whether the target hardware does ordoes not have a separate reset line for the JTAG interfa
e, et
.The installation of OpenOCD for Ubuntu installs several sample 
on�guration �les in the /usr/lib/openo
d/interfa
edire
tory. For example, olimex-arm-usb-o
d.
fg �le is appropriate for using the Olimex ARM-USB-OCDJTAG 
onverter, and parport.
fg is appropriate for parallel-port-based 
onverters.These 
on�guration �les are very bare-bones as they do not make assumptions about the target hardware.More 
omplete 
on�guration �les are available from the 
ourse Wiki (in the �Debugging� se
tion).3. Obtain a proto
ol 
onverter from your lab instru
tor. Conne
t the JTAG proto
ol 
onverter to the 20-pinJTAG 
onne
tor on your evaluation board. The 
onne
tor is polarized and will only 
onne
t in one orientation.Conne
t the other end to the PC (either parallel port using the extender 
able, or plug it in to the USB portfor the USB version).The pinout for this 20-pin 
onne
tor (if you are 
urious) is shown in the AT91SAM7S64-EK board s
hemati
,whi
h is in
luded in the user's manual for the board (available on the 
ourse Wiki). It is a de fa
to ARMstandard pinout.4. Power up the target board.5. Be
ome root and start the OpenOCD server using the -f �ag to spe
ify the 
on�guration �le:openo
d -f openo
d_pp.
fg # For parallel port programmeropeno
d -f openo
d_usb.
fg # For USB programmerMake sure there are no (serious) error messages. In the future, you do not have to be root if you properly setthe permissions on the parallel port devi
e or USB devi
e.
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Ki
king the TiresThe OpenOCD server is now 
onne
ted to the JTAG interfa
e on your target board and is waiting for 
onne
tionsto be made to it. The target board is running normally and should respond to intera
tions over the USB port. Type'Sam_I_Am open , version' to make sure.To test out the �ba
k door� JTAG port, open up another shell window and 
onne
t to the OpenOCD server:telnet lo
alhost 4444Ba
k in the �rst window (the one in whi
h you started OpenOCD) you should see a log message indi
ating thata Telnet 
onne
tion was a

epted. Ba
k in the Telnet window, let's send some 
ommands: type 'poll' to see thetarget state (running or halted). The program (SAM-BA) should be running.Let's try halting the pro
essor: type 'halt'. You should see a status report that the pro
essor has been halted atan address near 0x200000 (remember that SAM-BA 
opies itself from ROM to the lowest 8k of RAM at 0x200000and runs there).Let's look at the 
hip's registers: type 'armv4_5 reg'. There they are...all of the banked registers.Let's let SAM-BA go ba
k to work: type 'resume'.To 
lose the telnet session, press Ctrl-℄ then type 'quit'. To make sure SAM-BA is truly running, useSam_I_Am to query its version: 'Sam_I_Am open , version'.Hardware Debugging With GDBThese low-level intera
tions with the OpenOCD server are OK for simple things like stopping the pro
essor andinspe
ting registers, but we want to do more interesting things like setting breakpoints and single-stepping througha program. For this, we need GDB.We also need a program to debug. Go ba
k to your non-interrupt, RAM-based 'blinky' program from a long timeago. Re
ompile the program but make sure that you spe
ify the '-g' �ag to the 
ompiler. All of the tools in thetool
hain (
ompiler, assembler, linker) re
ognize the '-g' �ag as a request to in
lude debugging information in theoutput of the tool to support debugging with GDB.You should have an ELF �le 
ompiled with the '-g' �ag. Convert this to HEX format and upload it into theevaluation board's RAM by using Sam_I_Am: 'Sam_I_Am open , send blinky.hex'. Note the start address.1. Start up the GDB debugger (we'll do it 
ommand-line for now) with the ELF �le name as the parameter:arm-elf-gdb blinky.elf2. Conne
t to the OpenOCD server on your 
omputer:target remote lo
alhost:3333Note that you 
an repla
e 'lo
alhost' with any 
omputer name or IP address indi
ating where the OpenOCDserver is running. You 
ould, in theory, have OpenOCD running on a 
omputer in the lab, atta
hed to hardwarein the lab, and do all of your debugging from a Starbu
ks in Shanghai.Conne
ting to the server automati
ally halts any running program so we 
an debug it.3. You 
an send 
ommands to the OpenOCD server using GDB's 'monitor' 
ommand. These are the same
ommands we used while �Ki
king The Tires� above. See the OpenOCD web page for a des
ription of available
ommands. There aren't many 
ommands you should have to send dire
tly to the OpenOCD server. Some
ommands you may want to be aware of, however, are:
• monitor pollSee if the program is running or is halted.
• monitor armv4_5 regThis 
ommand displays all of the ARM registers, in
luding the banked registers from all the di�erentoperating modes. 2



• monitor arm7_9 sw_bkpts [enable|disable℄By enabling software breakpoints with this 
ommand you are reserving one of the EmbeddedICE wat
h-point units for this fun
tion. Remember that you 
an only set software breakpoints in RAM 
ode.
• monitor arm7_9 for
e_hw_bkpts [enable|disable℄This 
ommand for
es GDB to always set hardware breakpoints. You shouldn't have to do this as long asyou 
an remember that GDB has an 'hbreak' 
ommand whi
h sets a hardware breakpoint (and 'thbreak'to set temporary hardware breakpoints � these are breakpoints that are removed on
e they are hit).Hardware breakpoints are the only option for FLASH 
ode, and there are only 2 available hardwarebreakpoints, so use them wisely ('thbreak' is helpful here).You 
an also send and re
eive binary �les to RAM, as well as program FLASH memory (in theory) thus youmay not need Sam_I_Am for these purposes. These fun
tions, however, have not been tested and you are onyour own.4. Let's try running the program. Before doing so, we need to give GDB some method of regaining 
ontrol overthe debugging session else the program will return to SAM-BA and GDB will �hang� (not really, but it getsmessy).We'll run the program as usual by giving a 'go' 
ommand from SAM-BA. Before doing so, let's set a hardwarebreakpoint at _start: (gdb) hbreak _startNow, let's let the program (still SAM-BA) 
ontinue so that we 
an send it the 'go' 
ommand:(gdb) 
ont5. At this point, GDB is waiting for the program to stop at a breakpoint, SAM-BA is running, and all is well.Open up a third shell window and run the 'blinky' program: 'Sam_I_Am open , go 202020' (repla
e 202020with the a
tual start address of your program).6. Ba
k in the GDB window, you should see that GDB stopped on the breakpoint that you set. The ARM 
oreis now stopped and we 
an inspe
t registers, single-step, and so on.Let's try single-stepping: type 'step' in the GDB window. Press ENTER to repeat the 'step' 
ommand severaltimes. Cool, huh? We are a
tually single-stepping through real 
ode on the real hardware, not in a simulator.Keep single-stepping until GDB hangs. Where will it hang? In the long delay loop in between LED blinks.Why did it hang? Be
ause OpenOCD keeps stopping the 
ore, 
he
king to see if the program hit a breakpoint,restarting the 
ore, stopping the 
ore, 
he
king to see if the program hit a breakpoint, et
. Clearly, this isn'treal-time, and you should keep this in mind � running your program in a hardware debugger is not ne
essarilythe same as running it at full speed in real time!7. Let's try to regain 
ontrol of GDB by pressing Ctrl-
. You may have to press it more than on
e.8. How about single-stepping through assembly-language instru
tions? Type 'stepi' in the GDB window andpress ENTER several times to single-step one assembly instru
tion at a time. Type 'disassemble' to see theinstru
tions surrounding the 
urrent program 
ounter.9. Type 'disassemble' to list the assembly 
ode of your fun
tion, and 
ontinue displaying 
ode until you see theend of your fun
tion (mine ends at 0x2020FC). Note this address and set another hardware breakpoint at it:(gdb) hbreak *0x2020FC10. Resume the program and make sure the LED blinks:(gdb) 
ont11. To give 
ontrol ba
k to SAM-BA, let your program return to it:(gdb) 
ontNow, GDB is �hung� (it's waiting for a breakpoint to be hit) and we should be able to intera
t with SAM-BAin our third window. Try sending the �Sam_I_Am open , version� 
ommand to make sure SAM-BA is stillresponsive. 3



Wat
hpointsRe
all that a wat
hpoint is like a breakpoint on a memory a

ess, rather than a breakpoint on an instru
tion. Oneof the two hardware 
omparators in the EmbeddedICE module is used to wat
h the internal ARM address bus andhalt the pro
essor when a parti
ular memory lo
ation is read or written. Using wat
hpoints to debug mysteriousmemory 
orruption problems 
an be mu
h more e�e
tive than trying to set breakpoints all over the pla
e.1. Type in the following program as 'lab8.
'. This is a model of a �
ompli
ated� program that 
an modify amemory lo
ation in both obvious and less-than-obvious ways. If the global variable 'val' is ever found to havea surprising value, it would be di�
ult to tra
k down whi
h fun
tion was responsible.int val;void f(void) { val++; }void g(void) { val--; }void h(void) { f(); g(); }void i(void (*fun
)(void)){ (*fun
)();}int main(void){ i(h);return 0;}2. Compile the program for RAM-based exe
ution. Make sure to use the '-g' �ag to enable debugging.3. On
e again, start up the OpenOCD server in one window, send the HEX �le to the board (note the startaddress), and then start up the GDB program.4. This time, instead of using the 'hbreak' 
ommand to set an instru
tion breakpoint, use the 'wat
h' 
ommandto set a data breakpoint (i.e., a wat
hpoint):(gdb) target remote lo
alhost:3333(gdb) wat
h val(gdb) 
ont5. Now issue a 'go' 
ommand using Sam_I_Am to start the program. Ba
k in the GDB window you should seethat the program has stopped upon an a

ess to the 'val' global variable.6. In the GDB window, issue a '
ont' 
ommand to 
ontinue the program and note that it stops again upon thevariable a

ess. Continue 
ontinuing the program until it is done and 
ontrol returns to SAM-BA (at whi
hpoint GDB will �hang� waiting for the program to stop on the wat
hpoint).
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