
EGR424 S'08Laboratory #3Introdu
tionThe program sta
k has many uses in a C program, in
luding parameter passing, lo
al variable storage, temporaryregister save spa
e, et
. The intera
tions between these fun
tions, along with 
areless programming, 
an sometimeslead to se
urity vulnerabilities in a program. In this laboratory you will 
reate a mali
ious sta
k-based exploit fora vulnerable program1. This looks like a long and s
ary lab, but it is not that di�
ult. Most students 
omplete itwithin 3 hours.Let's pretend that an embedded system is 
onne
ted to the Internet and is running a se
ure web server. Youhave a

ess to the sour
e 
ode of the web server software and noti
e the following 
ode fragment:#in
lude <stdio.h>int gPasswordEntered = 0;void addToHtml(
onst 
har *str){ // Fun
tion to display string to user's web browser.// Leave this stubbed out.;}void printUserWel
ome(
onst 
har *userName){ 
har buf[100℄;sprintf(buf, "Wel
ome to the web site, %s", userName);addToHtml(buf);} The gPasswordEntered global variable is set to 1 when the user su

essfully authenti
ates himself to the webserver using a se
ret login and password. We are going to for
e this global variable to be 1, thus gaining a

ess tothe se
ure server without proper authenti
ation.The addToHtml() fun
tion displays the string passed to it in the user's web browser. The a
tual 
ontents of thisfun
tion are not important hen
e we represent it as a stub2.The printUserWel
ome() fun
tion a

epts a string representing the user's name and then prints a wel
omemessage. Elsewhere in the 
ode, the user is asked for login/password authenti
ation unless gPasswordEntered isnon-zero, indi
ating the user has already authenti
ated himself.This printUserWel
ome() fun
tion has a serious vulnerability. It uses a 100-
hara
ter bu�er for storing the �nalstring to be displayed, but it does not 
onsider how long the string represented by the userName parameter 
an be.If someone enters a user name that is �too long�, it will over�ow beyond the end of allo
ated spa
e for the lo
alvariable buf. Where is this lo
al variable? On the sta
k!The Atta
kYour goal in this laboratory is as follows (read this over until it's perfe
tly 
lear):Call the printUserWel
ome() fun
tion with a 
onstant string whi
h will 
ause the gPasswordEnteredglobal variable to have a non-zero value when the fun
tion returns.1Although the real purpose of the lab is to have you pra
ti
e your assembly language programming and improve your knowledge ofsta
k operations.2A stub is a fun
tion that does nothing for now but is destined to be 
ompleted later.1



Your atta
k 
ode for demonstration purposes will be as follows:extern void printUserWel
ome(
onst 
har *s);extern int gPasswordEntered;int main(void){ printUserWel
ome("Harold"); // Repla
e 'Harold' with exploit stringreturn gPasswordEntered; // Return value in R0}The Rules
• You must use exa
tly the 
ode shown in the two 
ode fragments above. Use two separate C �les for the �webserver� 
ode and the atta
k 
ode.
• The only part of the 
ode that you are allowed to 
hange is the string �Harold�, and it must only be repla
edwith another 
onstant string. You may not add, delete, or otherwise modify the 
ode shown above.
• Your atta
k must allow the main() fun
tion to pro
eed normally after printUserWel
ome() returns. Thereturn value from main() (stored in register R0) will indi
ate whether or not your atta
k was su

essful (0means you failed).The Approa
hLearn1. Compile both C �les shown above (lab3a.
 and lab3b.
) into a 
omplete program:arm-elf-g

 -o lab3.elf -O3 -mar
h=armv4t -m
pu=arm7tdmi -Wall lab3a.
 lab3b.
2. Use the arm-elf-objdump tool introdu
ed in the previous laboratory to:

• study the assembly 
ode of the printUserWel
ome() fun
tion
• lo
ate the memory address in main() whi
h is the �rst address to exe
ute after printUserWel
ome()returns
• lo
ate the memory address of the gPasswordEntered global variable (arm-elf-nm might be easier)3. Constru
t a sket
h of the sta
k frame of the printUserWel
ome() fun
tion. That is, what does the sta
k looklike in memory just before sprintf() is 
alled? Use numbers to �dimension� your sket
h, i.e., how many byteshere, how many bytes there, et
.4. Use the GDB debugger to single-step through your program one assembly instru
tion at a time. You should stepover (instead of step into) the 
all to sprintf() as it will be very long and not relevant to today's laboratory.In terms of GDB 
ommands, use the 'next' 
ommand to step over a fun
tion 
all, use the 'step' 
ommand tostep into a fun
tional 
all.5. In GDB, make a 
areful note of the value of the sta
k pointer (R13) immediately upon entry to the printUserWel
ome()fun
tion. If you are to satisfy The Rules (i.e., the main() fun
tion 
ontinues to exe
ute normally whenprintUserWel
ome() returns) your exploit will have to ensure that R13 has exa
tly this value when it returnsto main().
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PrepareYou should have noti
ed the following:
• The return address (i.e., the link register) in printUserWel
ome() has been stored on the sta
k. If we 
anoverwrite this value on the sta
k, we 
an �return� to any address we want rather than returning to main().
• If you pass a user name string to printUserWel
ome() that is �too long�, you 
an indeed overwrite the valueof the link register stored on the sta
k.We now have a me
hanism for running arbitrary 
ode on this web server: overwrite the sta
k so that whenprintUserWel
ome() returns, i.e., restores the saved link register from the sta
k, it a
tually jumps to the addressof 
ode that we supply. This 
ode will set gPasswordReset to a non-zero value.So how 
an we inje
t this arbitrary 
ode into the web server? Put it into the user name string passed toprintUserWel
ome(). Code, after all, is nothing more than a sequen
e of bytes.The sequen
e of events will be as follows:1. printUserWel
ome() is 
alled with an overly-long �atta
k string� that 
ontains mali
ious 
ode as well as theaddress of this mali
ious 
ode.2. The address of the mali
ious 
ode is 
arefully positioned within the string so that it overwrites the saved valueof the link register when sprintf() exe
utes.3. The mali
ious 
ode sets gPasswordReset to a non-zero value.4. The mali
ious 
ode sets the value of the sta
k pointer R13 to the 
orre
t value for returning to main().5. The mali
ious 
ode returns to the 
orre
t address within the main() fun
tion to simulate a su

essful returnfrom printUserWel
ome(). It's OK if addToHtml() is not 
alled as part of the exploit.DesignIt is time to write the mali
ious 
ode. First, write a few lines of independent assembly 
ode (independent from thetwo C fun
tions we're 
urrently working with) that:1. Sets gPasswordReset to a non-zero value. You know the address of this global variable from your studiesabove.2. Sets R13 to a 
onstant that is the 
orre
t value for the 
ontents of the sta
k pointer R13 upon returning tomain(). You know this value from your GDB single-step session.3. Sets R15 (the PC) to the 
orre
t return address in main().Assemble your 
ode using the arm-elf-as assembler. Inspe
t the 32-bit numbers that represent your mali
ious 
odeusing the arm-elf-objdump program.Now we stumble upon a 
ompli
ation. We will take the 32-bit numbers that represent our program and storethem in a C string for passing to printUserWel
ome(). But C strings are terminated by a null (i.e., 0) byte. Any 0bytes in any one of your instru
tions (ea
h of whi
h is 4 bytes) will prematurely terminate the C string � sprintf()will stop 
opying bytes from your string to the lo
al variable buf[℄ at the �rst 0 byte. You must therefore ensurethat there are NO ZERO BYTES IN ANY ONE OF YOUR INSTRUCTIONS! How? Modify your 
ode a little bit.When you are satis�ed that your 
ode will work, use the arm-elf-objdump program to obtain a �nal listing ofall 32-bit numbers that represent your program. You 
an en
ode these numbers in a C string using the \x es
apesequen
e for pla
ing hexade
imal 
onstants in C strings. For example, the 32-bit instru
tion 0xE8123456 
an bepla
ed into a C string as �\x56\x34\x12\xE8� (remember? little-endian?)Finally, to 
onstru
t your �nal atta
k string you will need to remember that:
• Instru
tions must be aligned to 4-byte boundaries. The starting lo
ation of your atta
k string in the buf lo
alvariable might not be properly aligned and you may need to put some dummy bytes before your 
ode.
• You must very 
arefully also en
ode the 32-bit address of your mali
ious 
ode within the string so that it landsdire
tly on top of the saved link register. You 
annot be even 1 byte o�!3



• The length of the string may very well a�e
t the address of gPasswordReset and the address of main(). Youmay want to �rst determine exa
tly how long the atta
k string must be, then 
ompile the 
ode with an arbitrarystring of this length and 
ompute the ne
essary 
onstants before writing your �nal version of the atta
k 
ode.Note that C allows you to 
on
atenate 
onstant strings together just by writing them side by side. The C 
ode:printf(�ab
� �def�)is 
ompletely equivalent to: printf(�ab
def�)This feature allows you to 
onstru
t your atta
k string in a more readable way:..."\x04\x30\xA0\xE1" // mov R3,R4 (0xE1A03004)"\x04\x50\x86\xE2" // add R5,R6,#4 (0xE2865004)...Integrate and TestPut it all together, 
ompile your 
ode, then use GDB to step through it. Modify your atta
k string until it works.DeliverablesShow me your su

essful atta
k before the end of the laboratory period. Graduate students 
an e-mail their solutionto me by Thursday's 
lass.Additional Notes
• How would you rewrite printUserWel
ome() to eliminate this se
urity vulnerability?
• How would a �Harvard Ar
hite
ture� (separate 
ode and data spa
es, like the Atmel AVR's) frustrate this typeof atta
k?
• How would your atta
k be frustrated by a sta
k that was lo
ated mu
h further down in lower memory?
• The type of atta
k demonstrated in this laboratory is known as a �sta
k smashing� atta
k using a �bu�erover�ow� and is well des
ribed at:http://en.wikipedia.org/wiki/Buffer_overflowand at: http://do
.bughunter.net/buffer-overflow/smash-sta
k.html
• Attempting to exploit a vulnerability in an a
tual, fun
tioning 
omputer system (even if unsu

essful) 
an landyou in lots of hot water. This is true even if you are just trying to be helpful in demonstrating to the systemadministrator that a vulnerability exists. People go to jail for this kind of thing. So don't do it. See thefollowing arti
le3:http://www.
erias.purdue.edu/weblogs/pmeunier/poli
ies-law/post-383Currently unavailable, but Google has 
a
hed it. Sear
h for 'pmeunier'.

4



• Some people argue that open-sour
e software is espe
ially vulnerable to se
urity atta
ks sin
e mali
ious people
an study the 
ode and look for vulnerabilities. I disagree. The fa
t that people are free to study the 
odemeans that vulnerabilities 
an be identi�ed qui
kly and �xed qui
kly. In addition, automated vulnerability-�nding programs 
an be applied to software for whi
h sour
e 
ode is available. The Linux se
urity mailing lists,for example, often 
ontain dis
losures of se
urity vulnerabilities for whi
h no known exploits have been found(a vulnerability does not mean an a
tual exploit is feasible). Mi
rosoft Windows vulnerabilities, by 
ontrast,are mostly identi�ed by virtue of an exploit.Closed-sour
e 
ode most likely has no-one looking for vulnerabilities thus when mali
ious people do �nd them,they 
an exploit them and know that it will take a long time before the vendor publishes a pat
h and distributesthat pat
h to its 
ustomers.
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